Comparatif des outils de détection de malwares PHP

Fichier Faux positif Sucuri ClamAV ClamAV+ php-m-s

wp-includes/system.php

wp-includes/inc.php Non Non Non

wp-includes/SimplePie/Content/Type/ini.php

wp-includes/js/tinymce/plugins/paste/config.php

wp-includesl/js/tinymce/plugins/fullscreen/ini.php

wp-content/cache/minify/000000/javascript.php Non

wp-content/themes/twentyfourteen/genericons/font/page.php

wp-content/themes/twentythirteen/sidebar.php

wp-content/themes/twentythirteen/content.php Non Non
wp-content/themes/jupiter/shortcodes/mk_blog_showcase.php Non Non
wp-content/themes/jupiter/bbpress/loop-single-reply.php Non Non

wp-content/themes/jupiter/bbpress/content-single-reply.php

wp-content/themes/jupiter/js/require/utils/footer.php

wp-content/themes/jupiter/js/require/sqgl.php

wp-content/themes/jupiter/wpml-fix/index.php

wp-content/themes/jupiter/comments.php

wp-content/themes/jupiter/blog-styles/spotlight.php Non Non
wp-content/themes/jupiter/widgets/widgets-recent-portfolio.php Non Non
wp-content/themes/twentytwelve/content-quote.php Non Non

wp-content/themes/twentytwelve/content-none.php

wp-content/themes/twentyfifteen/dump.php Non

wp-content/themes/twentyfifteen/languages/alias.php

wp-content/plugins/ultimate-coming-soon-page/header.php

Notes :

- php-m-s = php-malware-scanner (https://github.com/planet-work/php-malware-scanner)

- ClamAV+ = ClamAV avec les bases supplémentaires MalwarePatrol, Securitelnfo, et Linux Malware Detect.
- Maldet n'a détécté que 5 fichiers, tous des faux positifs. Je ne I'ai donc pas inclus dans le tableau.




